The Hidden Risks Associated With Credit Cards In An International Transaction. 

By Jeremy Baril 

Credit card companies have recently started a major advertising campaign to inform exporters they are really trying to put a stop to credit card fraud by introducing new low-risk credit cards. These are the same credit card companies who make billions of dollars a year from the use of stolen credit cards. This has become a very lucrative business for the credit card industry and to this day, they have done very little to support exporters from this fraudulent activity despite their claims of becoming more exporter friendly and creating new “smart” cards. 

With the advent of the Internet, many exporters today are enjoying increased growth and an increase with overseas sales. The Internet has allowed companies, both big and small, to attract sales on a global scope. However, this had led to an increase in fraudulent activities with the use of stolen credit cards. This poses a potential problem for small exporters who lack the funds to pay both the chargeback fee and the transaction cost when a transaction has occurred with a stolen credit card. 

These exporters must understand the complexities involved in the overall transaction process and the risks associated with them. In the past ten years, stolen credit cards have become the “new” syndicated crime wave worldwide with web-rings whom specialize in passing out stolen credit card numbers. Countries that are on the watch list for exceptionally high numbers of stolen card rings are: Columbia, Indonesia, Romania, Russia, Pakistan, Malaysia, Israel, and Turkey, among many other third-world countries.  

Because the transaction is over the phone, the transaction is considered a Card-Not-Present (CNP) transaction. These transactions offer the exporter the most minimal type of security in case the credit card comes up stolen. “Mail order/telephone order (MO/TO) and e-commerce exporters who choose to process transactions in the card-not-present environment must understand that there is a greater need for protection against fraud exposure and associated losses. This is primarily because card-not-present exporters can be held financially responsible for a fraudulent transaction, even if it has been approved by the card Issuer.” (1) The exporter is required to use a verification service in a CNP atmosphere. If they refuse to use a verification service and the credit card is deemed stolen after a purchase has been made, the exporter must pay the $15 dollar fee the credit card issuer charges exporters for using stolen credits in a transaction, plus the original transaction fee is taken out of their account and cannot be recovered. 

There is also a contradiction in philosophy from the various credit card institutions. They state if a company uses one of the various verification services, they are eligible for a return on the original transaction cost. This can be debated though because companies have contacted our office complaining of not being able to receive the original transaction fee after they have used one of the verification services. 

There are many different ways to verify a credit card number, but here are the most three most prominent ways under the CNP system. They are the Veri-phone, CBV2, and the new “smart” cards. In order for exporters to have even a chance to recoup the money lost during the stolen credit card transaction, it is imperative for them to try at least one of the following: 

· Veri-phone uses pick up responses. These pick up responses are essentially clues that inform the exporter if the credit card is coming up either “hot” or “cold.” Hot essentially means that the credit card has been compromised and the transaction will not go through. The system is used simply by the exporter typing/punching the numbers into a device that enters the numbers into the system. The system will inform the exporter if the credit card is “hot” or not. If it is “cold”, the transaction will be allowed to go through. 

· CBV2 is the system for using address verification. This system uses the 3 digits on the back of a credit card to verify if an address is correct or not. An exporter must ask the credit card holder what the three digits on the back of the card are. If the credit card’s address is different than the shipping address, a red flag occurs. Address verification can be a rather difficult system for verification though. 

· The numerical portion of a consumer's street address as well as his zip code is sent along with the transaction data and is matched against the address that is registered with the consumer's credit card from their issuer's bank. A response code is sent back with a code that indicates a match, partial match or complete mismatch. This information is simply reported back to the exporter and does not, in and of itself, result in a transaction being declined. The exporter then has the option to contact the customer to confirm the correct address before deciding whether or not they want to ship any goods. (2)

· According to the credit card industry, the most promising verification service is that of the invention of the new “smart” cards. These cards have computer microchips embedded in them that have details about the owner of the credit card. These cards each have a pin number assigned to them. This pin number must be used in any given Internet transaction. If this pin is not used, the transaction is not allowed to go through. The credit card companies state the major impetus for these new cards is because they shift responsibility from the exporter to the banks who have issued the credit cards. 

The credit card companies’ state if no verification is used, the only possibility of recovering the fees with a stolen credit card transaction is to contact the local law enforcement. But, due to the lack of credit card fraud enforcement both here in the U.S. and overseas, many criminals are getting away with these purchases. “Police say many banks find it easier and more cost-effective simply to write off such losses than to spend the time and resources pursuing the culprit, especially if the amount is less than $2000.” (3)

Product dispute has recently become a major risk for exporters. If a customer in a foreign country decides to dispute the transaction whether fraudulent or not, the exporter has basically lost all hope for recovering the fees associated with the transaction. It is very difficult for a company to recover these charges based on the complexities of dealing with a foreign credit card issuer. 

There are different ways that an exporter can minimize the risk taken with the use of credit cards in international transactions. Here are three good ways:   

· Do not ship overnight or within 72 hours. This will give you ample opportunity to process the card to ensure that it’s not stolen. If you are not willing to wait the full 72 hours for the processing, you can always ship to the address of record. However, this isn’t a full-proof method. 

· If shipping overseas, it is imperative to send it via a shipping company that has as tracking number. 

· Only use credit cards, which are known accounts with a solid payment track record. 

The use of credit cards in international transactions is similar to a company who ships on an open account because of the risks associated with the transaction. When a company ships on open account there is no guarantee they will receive payment for the shipment. When a credit card is involved in the transaction, the same risks as open account are related to the transaction but there is also a good chance at receiving payment. 

The percentage of fraudulent activities in an international transaction is significantly lower than of the satisfactory credit card transactions. There are risks associated with credit cards, but these risks should determine if the exporter is willing to take the risk. If a company can afford to absorb the loss via a transaction with a credit card, then it would be reasonable to go ahead with the transaction. But, if the company cannot afford the risk, it would be best to hold off on the transaction unless if it’s from a reputable, known buyer. 

On a positive note, during shipment to Columbia, Judy Rolenc was able to track down the shipment before it left the U.S. Unfortunately; she had to procure these items and now she must pay for the return shipment or attempt to sell them at a lower price. Even though she might not recover the full $11,000 dollars, she is one of the lucky exporters who were able to retain their shipment. Most exporters are usually too late at recovering their shipments and suffer the loss of payment. 
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